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Preparation is the key to gain 
the defender’s advantage



  

“The defenders are at a disadvantage 
because we must be right all the time, but 
the attacker needs to be right just once.”

- Unknown (Version from Lenny Zeltser (2024))



  

“Defender only needs to detect one of the 
indicators of the intruder’s presence in 
order to initiate incident response within 
the enterprise.”

- Richard Bejtlich (2009)



  

“Also, attackers usually operate with 
imperfect knowledge of their environment, 
figuring things out as they go, and this 
fumbling around is likely to set off alarms.”

- David J. Bianco (2023)



  

Security is a process
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Environments change



  

Requirements change



  

Adversaries evolve



  

Preparation is a cycle
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Preparation is the key to gain the 
defender’s advantage

Security is a process

Preparation is a cycle



  

Preparation is essential
to be ready to respond! 



  

By Thegreenj - Own work, CC BY-SA 3.0, https://commons.wikimedia.org/w/index.php?
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Ready to Respond - Plan, Prepare, Train, Test, and Improve

Repeat

What questions can I answer first?
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